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OVERVIEW

This document provides an overview of new features, general enhancements,
improvements, and resolved issues in the Fortanix Data Security Manager

(DSM) SaaS 4.14.2166 release.

*

NOTE: This release is for SaaS only and not available for On-Prem

installations.

BUG FIXES

e Fixed an issue where customers were unable to register new two-factor
authentication (2FA) or approve quorum requests using 2FA, but they were

able to log in using 2FA (JIRA: SOPS-132).

KNOWN ISSUES

e The sync key APl returns a “400 status code and response error” due to the
short-term access token expiry during the sync key operation of a group
linked to AWS KMS (JIRA: PROD-3903).

e exclude does not work in the proxy config for operations such as

attestation (JIRA: PROD: 3311).

BEST PRACTICES

Because our quality assurance process includes continuous security testing,
Fortanix recommends keeping all Fortanix products updated with the latest
releases as soon as possible. As an overall strategy to reduce risk exposure,
customers are encouraged to follow best practices, which include:

e Always keep the product version up to date.

e Onlyissue accounts to trusted administrators.
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Utilize strong passwords.

Monitor logs.

Create at least two System Administrator accounts.

SUPPORT

For any questions regarding this release note, please contact
support@fortanix.com

DISCLAIMERS

Fortanix and the Fortanix logo are registered trademarks of Fortanix, Inc. in the
United States and other countries. All other trademarks are the property of

their respective owners.

Fortanix assumes no responsibility for any inaccuracies in this document.
Fortanix reserves the right to change, modify, transfer, or otherwise revise this

publication without notice.
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