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 OVERVIEW  

This document provides an overview of new features and known issues in the 

Fortanix Filesystem Encryption (FSE)-Windows 2.0.104 release.  

NEW FEATURES 

• The Fortanix FSE Agent can now operate as a Windows service for 

smoother operations (JIRA: FSE-99).  

For more information, refer to the following: 

o Filesystem Encryption for Windows as a Service Using Fortanix Data 

Security Manager - Setup and Usage 

o Filesystem Encryption for Windows as a Service - Concepts 

• The Filesystem Encryption Agent now supports Key Encryption Key (KEK) 

rotation with seamless Data Encryption Keys (DEKs) re-encryption, 

ensuring zero downtime for encrypted file system operations (JIRA: 

FSE-108). 

For more information, refer to Filesystem Encryption for Windows as a 

Service Using Fortanix Data Security Manager - Client Configuration. 

KNOWN ISSUES 

• If the Fortanix FSE Agent user interface (UI) is already running in an 

admin login session, it might not open or may freeze when attempting 

to launch it as an admin in another user's login session (JIRA: FSE-321).  

Workaround: To prevent the UI from freezing or failing to open, launch 

it only once per user at a time or only once as admin across all user 

sessions. 

• The Fortanix FSE agent does not restrict access to files such as 

databases and logs by default. This means that the unauthorized users 

might access them (JIRA: FSE-185). 

https://support.fortanix.com/docs/filesystem-encryption-for-windows-using-fortanix-data-security-manager-setup-and-usage
https://support.fortanix.com/docs/filesystem-encryption-for-windows-using-fortanix-data-security-manager-setup-and-usage
/hc/en-us/articles/28826310416276-Filesystem-Encryption-for-Windows-as-a-Service-Concepts
/hc/en-us/articles/40037333507092-Filesystem-Encryption-for-Windows-as-a-Service-Using-Fortanix-Data-Security-Manager-Client-Configuration#h_01JFFDC2CFZX4CQEW6MGGHEF04
/hc/en-us/articles/40037333507092-Filesystem-Encryption-for-Windows-as-a-Service-Using-Fortanix-Data-Security-Manager-Client-Configuration#h_01JFFDC2CFZX4CQEW6MGGHEF04
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Workaround: Set file permissions to ensure only the Fortanix FSE 

Agent’s service account and authorized administrators can access these 

files. 

• Named pipe squatting occurs when an unauthorized process listens on 

a named pipe before the Fortanix Filesystem Encryption service starts. 

This may lead users to mistakenly connect to the unauthorized process 

instead of the legitimate service (JIRA: FSE-161). 

Workaround: Ensure that no other service or application on the server 

uses the same named pipe as the Fortanix Filesystem Encryption 

service. 

INSTALLATION 

To install the latest Filesystem Encryption package for Windows, click here. 

BEST PRACTICES 

Because our quality assurance process includes continuous security testing, 

Fortanix recommends keeping all Fortanix products updated with the latest 

releases as soon as possible. As an overall strategy to reduce risk exposure, 

customers are encouraged to follow the best practices, which include: 

• Always keep the product version up to date. 

• Only issue accounts to trusted administrators. 

• Utilize strong passwords. 

• Monitor logs. 

SUPPORT 

For any questions regarding this release note, please contact 

support@fortanix.com 

 

https://fortanix.zendesk.com/hc/en-us/articles/28899654180372-Filesystem-Encryption-for-Windows
mailto:support@fortanix.com
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DISCLAIMERS  

Fortanix and the Fortanix logo are registered trademarks of Fortanix, Inc. in the 

United States and other countries. All the other trademarks are the property of 

their respective owners.  

Fortanix assumes no responsibility for any inaccuracies in this document. 

Fortanix reserves the right to change, modify, transfer, or otherwise revise this 

publication without notice. 
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