i Fortanix: Fortanix Key Insight Release Notes

RELEASE NOTES OVERVIEW
Date: 11-Feb-25 This document provides an overview of new features and improvements in the
Subject: Software Fortanix Key Insight 25.01 release.

changes, updates, bug

fixes, etc.

, NEW FEATURES
Software: Fortanix Key

Insight e Fortanix Key Insight now supports overly permissive usage and
Version: 25.01 management keys for an Azure cloud connection (JIRA: KI-933).

o Added Overly permissive keys [Usage] and Overly permissive
keys [Management] in the Top Security Issues section of Azure
assessment report. When you click them, you will be redirected to
the Keys list page, where filters will be automatically applied to

display only overly permissive keys in the list.

Risk Score

Top Security Issues

Exportable keys

3

High risk

Fortanix, Inc. | 3910 Freedom

Circle | Suite 104 | Santa Clara, o Onthe Keys page, a new vulnerability type Overly permissive keys
[

CA 95052 | G +1 650.943.2484

is added. Using this, you can filter the overly permissive usage and
B info@fortanix.com

® www.fortanix.com management keys.
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For more details, refer to the following:

o Fortanix Key Insight User Interface Components - Azure

o Fortanix Key Insight - Azure Configuration for Scanning Using Custom

Roles

Added support to Fortanix Key Insight on-premises connection to

dynamically read and customize Fortanix Data Security Manager (DSM)

cryptographic policies (JIRA: KI-2077).

o You can now add the Key Insight Policy during the onboarding of

on-premises connections and apply it to key scans and assessments.
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iFortanix Key Insight™

Let's Connect to Your Cloud or On-Premises Provider

Select Connection Type Key | nsig ht Pol ICy

. Policy will be applied to make sure better compliance and security of the keys.
Add On-Premises Scanner You can also update and apply Cryptographic policy by importing from Fortanix Data Security Manager from Policy Center.

Key Insight Policy

(&) system Defined Policy

System default policy

BACK SKIP ONBOARDING ADD SCANNER & GENERATE API KEY

o The Fortanix Key Insight policies can be managed through the
Fortanix Key Insight Policy Center, where you can import policies

from DSM, duplicate, edit, and delete them as needed.

Policy Center

Total 4 of 10 policies added

NAME - EDITED AT

Fortanix DSM Policy

For more details, refer to Fortanix Key Insight - Getting Started With On-

premises Connection.

Added support to mark cryptographic keys with specific algorithms and key
sizes as non-compliant on an on-premises connection, based on the
National Institute of Standards and Technology (NIST) 800-57 standard
(JIRA: KI-1260).

o Avulnerability message will appear on the Keys page for non-

compliant keys.
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KEY DETAILS VIOLATIONS RESOURCE MAPPING

Date: 11-Feb-25

Violations (1)

Subject: Software [N

Unapproved algorithm: AEAD-AES-256-CBC-HMAC-SHA256, as per defined policy and NIST standards.

Recommendation: We recommend to use the algorithm allowed as per the policy configured.
changes, updates, bug 1 ey mereen e e

fIXES, etC. [ | 682662FDO2DE06BBA4CEBIE... CEK Partial 1

4D4627728305813D97FD030... CMK_Partial 1

Software: Fortanix Key

. | CCCe5F32DF54C91F2CBEGEO.
Insight
4F1EBC80476DB7F6C1AGDS4, EKMSampleASYKey

Version: 25.01

For more details, refer to Fortanix Key Insight - On-premises User Interface

Components for Databases.

e Added support for scanning keys in the following services within an Azure
connection:
o Azure Kubernetes Service (AKS) (JIRA: KI-1262)
o Azure Container Instances (ACl) (JIRA: KI-1757)
o Cosmos DB (JIRA: KI-1266)

(Z) Overview Services

(&) Assessment
o= Keys

% Services

4%y Connections
2 Policy Center

TYPEOF SERVICE - ENCRYPTION VIOLATIONS RESOURCE GROUP SUBSCRIPTION
(%) Authentication

=} Acthities [[] #® sandeep-mongokidb Cosmos DB Encrypted sandeep-masterr... cast us Key Insight Dev3
-2-key-10 sqL Encrypted 5 brazil_south Key Insight Dev3

aman-rg-4-server-3-cmk-kv-2-key-11 sQL Encrypted Key Insight Dev3
storageacctimmk Storage Accounts Encrypted aman.rg-1 cast us Key Insight Dev3
aman-rg-4-server-1-mmk sqQL Encrypted aman-rg4 east_us Key Insight Dev3
luiz-cosmos-for-mongo-smk Cosmos DB Encrypted sandeep-master-r... west us3 Key Insight Dev3

aman-rg-4-server-4-cmi-kv-2-key-12 sqL aman-rg-4 australia_east Key Insight Dev3

luiz-cosmosdb-for-nosql-smk Cosmos DB Encrypted sandeep-masterr... west us3 Key Insight Dev3

sandeep-aks-01 AKS Encrypted aman-rg-1 south_east_asia Key Insight Dev3

Fortanix, Inc. | 3910 Freedom 5 O e Encyped Keyinsigh Dev3

Circle | Suite 104 | Santa Clara, o e
=

CA 95052 | G5 +1 650.943.2484

D4 info@fortanix.com For more details, refer to the following:
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o Fortanix Key Insight User Interface Components - Azure

o Fortanix Key Insight - Azure Configuration for Scanning Using Custom

Roles

Added support to view key details, including key properties, rotation
information, associated violations, and service/resources mappings, in the
list view for both cloud (AWS and Azure) and on-premises keys (JIRA: KI-
1755).

o= arn:aws:kms:ap-south-1:822918112592:key/00603e19-0698-4... X

KEY DETAILS VIOLATIONS SERVICE MAPPING
Key Properties
KEY IDENTIFIER
arn:aws:kms:ap-south-1:822918112592:key/00603e19-0698-4ad6-93a1-9fc83...  00603e19-0698-4ad6-93a1-9fc8360b43b3
arn:aws:kms:ap-south-1:82291811259 219-0698-4ad6-93a1-9fcB360b

® Enabled Nov 11th 2024, 2:21 PM Encrypt Decrypt

arn:aws:kms:ap-south-1:822918112592: 3 89-baa7-1bc9%a4d.

822918112592 ap-south-1 AES 256

KMS

Automatic Key Rotation Policy

@ Enabled Nov 11th 2025, 2:21 PM

84-499d-8¢6f-Tec1d745e(

22918112592:key/ 20 -4e91-b%e9-2bf08b5b1

For more details, refer to the following:

o Fortanix Key Insight User Interface Components - AWS

o Fortanix Key Insight User Interface Components - Azure

o Fortanix Key Insight - On-premises User Interface Components for

Databases
Added a new Services GRAPH view for AWS and Azure cloud connections
in Fortanix Key Insight (JIRA: KI-1752).
o Onthe AWS Services GRAPH page, you can now group services by
type, violation type, as well as by accounts and regions. Within each

group, filtering services is possible using various criteria.
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Group by: Service Type Violation Type Accounts and Regions

Date: 11-Feb-25

Service Type v Vulnerability v Account ~  Region

Subject: Software
changes, updates, bug

20 violations found 5 Services 7 Regions 1 Accounts

fixes, etc.

Software: Fortanix Key
Insight

Version: 25.01

Select a service type to see the violations

High @ Medium @ Low @ Good

o Onthe Azure Services GRAPH page, you can now group services by
type, violation type, as well as by subscriptions and regions. Within

each group, filtering services is possible using various criteria.

Services

Az Single Subscription

Group by: Service Type Violation Type Subscriptions and Regions

Service Type ~  Vulnerability v Subscription ~  Resource Group Region

83 violations found 5 Services 8 Regions © Resource Groups 1 Subscriptions

Select a service type to see the violations

Fortanix, Inc. | 3910 Freedom

Circle | Suite 104 | Santa Clara,
=)

CA 95052 | G +1 650.943.2484 = O Omm Omy OF=

< info@fortanix.com

@ www.fortanix.com
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RELEASE NOTES o You can now view the service details, including service properties,
Date: 11-Feb-25 associated key and violations details, in the AWS and Azure Services
Subject: Software page list view.
changes, updates, bug
. s AWS Sandbox
fixes, etc. & arn:aws:dynamodb:us-west-2:822918112592:table/Sandeep-D... X
Software: Forta niX Key SERVICE DETAILS VIOLATIONS
|nSIght Service Configurations
Ve rsion: 25.01 D B :. : yn;modb:us—west—Z:SZZQWST12592:tab\e/sandeep—DynamoDB—Kl—OOZ -» .En.c;y-rpled
[[J] @ arashs3-bucket s3 Dynarr;oDB 7 u;west—z 8229181’12592
[[J] & sandeep-DynamoDB-KI-002 Dynam = Key Data
D R e Dymar am:aw‘s:kms:us—west—2:822918112592:key/2fa15091—e74f—4da4735837e0271f240837EJ
D &  Sandeep-DynamoDB-With-Deleted-Key Dynam Orig
2fa15091-e74f-4dad-ac83-€0271f240837 KMS
D redshift-cluster-unencrypted Redshi
D redshift-cluster-encrypted-with-aws-key Redshi
D &  cf-templates-10jznhgesigwv-ap-southeast-2 s3
D &  df-templates-10jznhgesigwv-us-east-1 s3
[[] @ cftemplates-10jznhgesigwv-us-east-2 s3
[[J] @ cf-templates-10jznhgesigwv-us-west-1 s3
For more details, refer to the following:
o Fortanix Key Insight User Interface Components - AWS
o Fortanix Key Insight User Interface Components - Azure
IMPROVEMENTS
e Improved the overall user experience by optimizing text and ensuring
consistent formatting across Fortanix Key Insight (JIRA: KI-1711).
Fortanix, Inc. | 3910 Freedom For more details, refer to the following:
Circle | S”'tizlod' | santa Clara, o Fortanix Key Insight Getting Started
CA 95052 | G +1 650.943.2484 . .
B info@fortanix.com o Fortanix Key Insight User Interface Components
@ www.fortanix.com
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Date: 11-Feb-25 e Updated the Service Violations section in the Assessment page for Azure

Subject: Software and AWS connections to display the list of violations associated with each

changes, updates, bug .
, service (JIRA: KI-1752).
fixes, etc.

Software: Fortanix Key o You can now select any service to view the top 10 violations.

Insight o Clicking on any violation will take you to the corresponding service

Version: 25.01 list with the violation filter applied.

\ Az Single Subscription Last scanned: Feb 05, 2025 08:54 PM

Risk Score Top 10 Service Violations

Total SQL Violations: 26

Critical Unencrypted services

Unencrypted services
Using deleted keys

@ High
Overly permissive keys based on usage ) ‘ )
& Using overly permissive keys (Usage)
e ey & Using overly p vs (Usage)

Keys with rotation disabled -
& Using non-compliant keys

Medium

Overly permissive keys based on ® Keys without expiry
management -

Cspgenerated keys
Services encrypted with soft deleted keys

Top Security Issues

Shared keys Expired keys Exportable keys

9 P 3

Highrisk lon-compliant keys increase data security ris Review & delete keys High risk

Quantum-vulnerable keys Unused keys (@ Overly permissive keys (i) Overly permissive keys (i
[Usage] [Management]

For more details, refer to the following:

o Fortanix Key Insight User Interface Components - AWS

o Fortanix Key Insight User Interface Components - Azure

Fortanix, Inc. | 3910 Freedom

Circle | Suite 104 | Santa Clara, INSTALLATION

CA95052 | & +1 650.943.2484
B4 info@fortanix.com
@ www.fortanix.com
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To install the latest Fortanix Key Insight on-premises scanner package, click

her

®

BEST PRACTICES

Because our quality assurance process includes continuous security testing,
Fortanix recommends keeping all Fortanix products updated with the latest
releases as soon as possible. As an overall strategy to reduce risk exposure,
customers are encouraged to follow best practices, which include:

e Always keep the product version up to date.

e Onlyissue accounts to trusted administrators.

e Utilize strong passwords.

e Monitor logs.

SUPPORT

For any questions regarding this release note, please contact

support@fortanix.com

DISCLAIMERS

Fortanix and the Fortanix logo are registered trademarks of Fortanix, Inc. in the
United States and other countries. All the other trademarks are the property of

their respective owners.

Fortanix assumes no responsibility for any inaccuracies in this document.
Fortanix reserves the right to change, modify, transfer, or otherwise revise this

publication without notice.

Copyright © 2025 Fortanix, Inc. All rights reserved.
Fortanix Key Insight Release Notes

Release 25.01
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