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OVERVIEW

This document provides an overview of new features in the Fortanix Armor

and Identity and Access Management (IAM) 25.10 release.

NEW FEATURES

e Fortanix Armor IAM now supports Client apps, enabling programmatic and
secure access to the Fortanix Key Insight solution through REST APIs (JIRA:
PLAT-3724).

o Account administrators can now create, enable or disable, and
manage client apps for appropriate access control.

o The client apps authenticate using the OAuth 2.0 Client Credentials
flow with APl Key as the authentication method to obtain bearer

access tokens for secure REST API access.

Client apps

@ Enabled

Disabled  Sep

For more information, refer to the following guides:

o Fortanix Armor ldentity and Access Management (IAM)

o Programmatic Access to Fortanix Armor IAM

BEST PRACTICES

Because our quality assurance process includes continuous security testing,

Fortanix recommends keeping all Fortanix products updated with the latest
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https://support.fortanix.com/docs/fortanix-armor-identity-and-access-management-iam#50-client-apps
https://support.fortanix.com/docs/programmatic-access-to-fortanix-armor-iam
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releases as soon as possible. As an overall strategy to reduce risk exposure,
customers are encouraged to follow best practices, which include:

e Always keep the product version up to date.

e Onlyissue accounts to trusted administrators.

e Utilize strong passwords.

e Monitor logs.

SUPPORT

For any questions regarding this release note, please contact
support@fortanix.com

DISCLAIMERS

Fortanix and the Fortanix logo are registered trademarks of Fortanix, Inc. in the
United States and other countries. All other trademarks are the property of

their respective owners.

Fortanix assumes no responsibility for any inaccuracies in this document.
Fortanix reserves the right to change, modify, transfer, or otherwise revise this

publication without notice.
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