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OVERVIEW

This document provides an overview of new features, general improvements,

and resolved issues in the Fortanix Key Insight 3.6 release.

NEW FEATURES

e Fortanix Key Insight now supports the deletion of cloud connections
and their associated details (JIRA: KI-861).
When you delete a cloud connection, any related scanned data and

assessment data will also be deleted.
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For more details, refer to the Kl - Getting Started Guide.

e Customers can now federate an AWS or Azure cloud account with
other identity providers using the new Federated Authentication
feature (JIRA: KI-865).

Using this feature,

o Now, you have the option to set up Federated Authentication as
an additional authentication method during AWS and Azure cloud

connection setup.
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For more details, refer to the following guides:

o Identity Provider Configuration

o Fortanix Key Insight- Getting Started Guide

e Customers can now see the total number of unused keys in the
Amazon Web Service (AWS) and Azure assessment reports (JIRA: KI-
864).

When you click the Unused keys count in the AWS or Azure assessment
report, you will be redirected to the Keys list page, where filters will be

automatically applied to display only unused keys in the list.
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For more details, refer to the following guides:

o Fortanix Key Insight User Interface Components - AWS

o Fortanix Key Insight User Interface Components - Azure

e Customers can now see the details of overly permissive usage and
management keys for an AWS cloud connection (JIRA: KI-859).
o Added Overly permissive keys [Usage] and Overly permissive
keys [Management] counts in the Top Security Issues section of
AWS assessment report. When you click them, you will be redirected

to the Keys list page, where filters will be automatically applied to
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o On the Keys graph, the new Vulnerability type Overly permissive

keys is added. Using this, you can filter the keys which have overly

permissions vulnerability.

Risk Score Key Count by Sources

Top Security Issues

Shared keys Cryprographic policy Quanmwm-vulnerable keys

5431

Service Violations

s3

Last completed: July 04, 2024 04:40 PM

BYOK 4101

For more details, refer to Fortanix Key Insight User Interface Components - AWS.

Customers can now see the Armor account details on Fortanix Armor

(JIRA: PLAT-3347).

In the Account Details section, you can view the account ID, creation date,

and time.
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For more details, refer to Fortanix Armor Getting Started Guide.

Customers can now switch views on the Fortanix Armor Accounts
page (JIRA: PLAT-3346).

On the Accounts page, you can now switch between account list and card

views for better visibility and user interface.

 Fortanix-
Armor

Accounts

a

For more details, refer to Fortanix Armor Getting Started Guide.
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ENHANCEMENTS TO EXISTING FEATURES

e Customers can now see additional details about the keys in the Keys

list view for AWS and Azure cloud connections (JIRA: KI-854).

You can now cIick. to customize the display of table columns.

Customize Columns

Select up to 6 columns you want to display in the table

Column Names (6/10)

For more details, refer to the following guides:

o Fortanix Key Insight User Interface Components - AWS

o Fortanix Key Insight User Interface Components - Azure

¢ The encryption details are now displayed appropriately for AWS RDS
Instance, S3 Bucket, and EBS services (JIRA: KI-397).
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For more details, refer to Fortanix Key Insight User Interface Components - AWS.

e In the Azure cloud connection Keys and Services list view, the filter

order now aligns with the sequence of columns (JIRA: KI-583).

BUG FIXES

e Fixed an issue where users could edit and save an AWS cloud connection

with an invalid AWS access key (JIRA: KI-898).

BEST PRACTICES

Because our quality assurance process includes continuous security testing,
Fortanix recommends keeping all Fortanix products updated with the latest
releases as soon as possible. As an overall strategy to reduce risk exposure,
customers are encouraged to follow best practices, which include:

e Always keep the product version up to date.

e Onlyissue accounts to trusted administrators.

e Utilize strong passwords.

e Monitor logs.
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SUPPORT

For any questions regarding this release note, please contact
support@fortanix.com

DISCLAIMERS

Fortanix and the Fortanix logo are registered trademarks of Fortanix, Inc. in the
United States and other countries. All other trademarks are the property of

their respective owners.

Fortanix assumes no responsibility for any inaccuracies in this document.
Fortanix reserves the right to change, modify, transfer, or otherwise revise this

publication without notice.
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